MULTIPLE SIMULTANEOUS WIRELESS CONNECTIONS 
IN A WIRELES LOCAL AREA NETWORK 

Background of the Invention 

1. Field of the Invention 

[0001] The present invention relates to communication networks and, more particularly, to a 
method and apparatus for supporting multiple simultaneous wireless connections in a wireless 
local area network. 

2. Description of the Related Art 

[0002] Data communication networks may include various computers, servers, nodes, 
routers, switches, bridges, hubs, proxies, and other network devices coupled to and configured to 
pass data to one another. These devices will be referred to herein as "network elements." Data 
is communicated through the data communication network by passing protocol data units, such 
as Internet Protocol packets, Ethernet Frames, data cells, segments, or other logical associations 
of bits/bytes of data, between the network elements by utilizing one or more communication 
links between the devices. A particular protocol data unit may be handled by multiple network 
elements and cross multiple communication links as it travels between its source and its 
destination over the network. 

[0003] In a typical wireless network, wireless access points provide wireless access to 
wireless clients. Wireless networks rely on the propagation of wireless signals which may be 
affected by numerous environmental factors. For example, changing environmental conditions 
and the activities of adjacent wireless access points can affect the reach of the signal and the 
bandwidth available over a channel on the wireless signal. Especially in ad-hoc networks, where 
the placement of wireless access points is not extensively planned and may not be extensively 
centrally managed, and where the wireless access points themselves might be mobile, the signal 
characteristics may vary considerably from place to place and temporally within the same place. 

[0004] Conventionally, wireless standards generally require a wireless client to be associated 
with no more than one wireless access point. Thus, a wireless client will associate with a given 
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wireless access point and communicate through that wireless access point until signal 
characteristics deteriorate to the point where the wireless client is required to search for a new 
access point on the network. The wireless client will then scan the signal channels to find the 
next available wireless access point and make a new association with the selected wireless access 
point. 

[0005] For example, when a wireless client is required to handoff to another primary wireless 
access point, the wireless client may scan a beacon (output by the wireless access points) to find 
an adjacent wireless access point that has a relatively strong signal. Any number of methods 
may be used to select an available wireless access point. The wireless LAN client will then try 
to send an association request and authentication request towards the new primary wireless 
access point. Upon receipt of a reply from the new wireless access point that the association and 
authentication has been accepted, the wireless LAN client will initiate a Request To Send (RTS) 
message to the new associated wireless access point. Once the wireless access point has the 
capacity to allocate bandwidth to this specific request, a Clear To Send (CTS) message is sent 
back to the requesting wireless client indicating that the wireless client is clear to start 
communicating through the wireless access point. 

[0006] Unfortunately, the handoff process may take up to or in excess of 100ms which, for 
real time applications such as audio and video transmissions and certain other data applications, 
may exceed acceptable limits. Accordingly, it would be advantageous to provide a faster 
mechanism for facilitating hand-offs in a wireless local area network. 

Summary of the Invention 

[0007] The present invention overcomes these and other drawbacks by providing a method 
and apparatus for supporting multiple simultaneous wireless connections in a wireless local area 
network. According to an embodiment of the invention, a wireless client is configured to 
associate simultaneously with multiple wireless access points to enable fast handoffs to be 
performed and, optionally, to enable faster wireless service to be provided to the wireless client 
from the multiple wireless access points. Information related to the connections, sessions, and 
flows, may be exchanged between the wireless access points so that, upon handoff from one 
wireless access point to the second wireless access point, continuity may be maintained. 
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Optionally, multiple access points may be designated as primary wireless access points for 
different flows, sessions, or for particular types of communications. Designating several 
wireless access points as primary wireless access points enables data to be passed to the wireless 
client from several locations on the network thus increasing the data throughput to the wireless 
client. 

Brief Description of the Drawings 

[0008] Aspects of the present invention are pointed out with particularity in the appended 
claims. The present invention is illustrated by way of example in the following drawings in 
which like references indicate similar elements. The following drawings disclose various 
embodiments of the present invention for purposes of illustration only and are not intended to 
limit the scope of the invention. For purposes of clarity, not every component may be labeled in 
every figure. In the figures: 

[0009] Fig. 1 is a functional block diagram a portion of an example wireless communication 
network; 

[0010] Fig. 2 is a functional block diagram of a portion of the communication network of 
Fig. 1 illustrating several adjacent wireless cells in greater detail; 

[0011] Fig. 3 is a flow chart illustrating a process of implementing multiple simultaneous 
wireless connections in a wireless local area network; 

[0012] Fig. 4 is a functional block diagram of a wireless access point according to an 
embodiment of the invention; and 

[0013] Fig. 5 is a functional block diagram of a wireless client according to an embodiment 
of the invention. 

Detailed Description 

[0014] The following detailed description sets forth numerous specific details to provide a 
thorough understanding of the invention. However, those skilled in the art will appreciate that 
the invention may be practiced without these specific details. In other instances, well-known 
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methods, procedures, components, protocols, algorithms, and circuits have not been described in 
detail so as not to obscure the invention. 

[0015] A method and apparatus for supporting multiple simultaneous wireless connections in 
a wireless local area network enables wireless clients to associate with multiple wireless access 
points to increase data throughput and to accelerate handoffs between the wireless access points. 
According to an embodiment of the invention, a wireless client is configured to associate 
simultaneously with multiple wireless access points to enable fast handoffs to be performed and, 
optionally, to enable faster wireless service to be provided to the wireless client from the 
multiple wireless access points. Information related to the connections, sessions, and flows, may 
be exchanged between the wireless access points so that upon handoff from one wireless access 
point to the second wireless access point, continuity may be maintained. Optionally, the 
simultaneous associations may be used to support multiple flows with each of the several 
associated wireless access points to provide improved and/or diversified services to the wireless 
client. 

[0016] Fig. 1 illustrates a portion of a communication network 10 in which wireless access 
points 12 are interconnected in a mesh network topology by wireless or wired links 14 
(illustrated in dashed lines in Fig. 1). A mesh topology, as that term is used herein, enables 
many-to-one connectivity to provide a multiplicity of paths through the network. Mesh networks 
are advantageous in that they enable a given connection to be carried on a number of distinct 
paths through the network instead of requiring the connection to be carried over one or a limited 
number of paths through the network. Although Fig. 1 illustrates an implementation of a 
communication network in which the wireless access points are interconnected in a mesh 
network topology, the invention is not limited to this embodiment as other network topologies 
maybe used as well. 

[0017] The wireless network 10 may be formed in any convenient fashion. In one 
embodiment, the network may be formed as an ad-hoc network in which extensive planning is 
not performed and wireless access points are added as needed. Ad-hoc networks, especially in a 
mesh topology, are advantageous in that less centralized administration is required to organize 
and support the network. The network is not limited in this manner, however, as other types of 
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networks may be used as well. The wireless access points may also be fixed or mobile, and the 
invention is not limited to a network including fixed wireless access points. 

[0018] At least some of the wireless access points 12 provide network access to wireless 
clients 16 over wireless links 18 (illustrated in solid lines in Fig. 1) to enable the wireless clients 
to have access to a network 20. The network 20 may be a public network such as the Public 
Switched Telephone Network (PSTN) or Internet. Alternatively, the network 18 may be a 
corporate network, residential network, or other private network. The invention is not limited by 
the type of network 20 to which the wireless access points ultimately connect. Optionally, as 
illustrated in Fig. 2 below, a central office or other facility may interface the network of wireless 
access points to the network 20. 

[0019] The wireless access points in the network 10 may be configured to communicate 
between each other using one wireless technology and may communicate with wireless clients 
using another wireless technology. These wireless technologies may be distinguished by 
frequency or protocol. Examples of several different wireless technologies that may be used 
include one of the Institute of Electrical and Electronics Engineers (IEEE) 802.1 lx wireless 
communication protocols (e.g. 802.11a, 802.11b, or 802.1 lg), one of the IEEE 802.16x 
protocols, the Universal Mobile Telecommunication System (UMTS) wireless communications 
protocol or another cellular protocol, or an emerging or to be developed protocols. The wireless 
technologies may also include microwave, free space optics, and other types of communication 
technologies that do not rely on physical links (such as wires and optical fibers) for the 
transmission of data. 

[0020] Although in this application a wireless-based network will be described, and the 
nodes will be discussed as communicating with each other and with end users using various 
wireless protocols, the invention is not limited in this regard. Rather, the invention may be used 
more broadly with other types of communication technology, such as microwave, infrared, 
acoustic, and numerous other types of wireless communication technologies. 

[0021] As shown in Fig. 1, a given wireless client 16 may be located in a region of the 
network where it is possible for that wireless client to communicate with more than one wireless 
access point. In this instance, the wireless client may select one wireless access point, form a 
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primary association with that wireless access point, and obtain access to the network 10/20 
through that wireless access point. Optionally, according to another embodiment of the 
invention, the wireless client may form multiple associations with several wireless access points 
and obtain access through one or more wireless access points simultaneously. Then, when signal 
characteristics change such that it is desirable to form a primary affiliation with a different 
wireless access point, the multiple simultaneous affiliations with adjacent wireless access points 
enable handoffs between wireless access points to occur quickly and seamlessly. 

[0022] Fig. 2 illustrates a portion of the network 10 in which three adjacent wireless access 
points 12 are each configured to provide wireless service to a coverage area 14 referred to herein 
as a cell. Due to the nature of wireless communications networks, transmissions from adjacent 
wireless access points 12 commonly overlap each other (as indicated by the dashed circles on 
Fig. 1) so that there is geographical coverage continuity between adjacent cells 22. While three 
adjacent cells have been shown in the illustrated portion of the network to help explain one or 
more embodiments of the invention, a typical network would be likely to include many more 
wireless access points providing service to many more cells 22. 

[0023] The wireless client 16 in Fig 2 is illustrated as being in an overlapping region 
between two or more adjacent wireless access points. Depending on the configuration of the 
network, the region of overlap may be relatively small or relatively larger. Additionally, since 
the signals from the wireless access points don't precisely stop propagating at a particular 
defined boundary, but rather decay over distance, the relative intensity of the cells may switch 
over time. In the following discussion, the "overlap regions" will be referred to as the areas 
where the wireless client would be able to communicate with more than one wireless access 
point. While the signal from one wireless access point may be much stronger than the signals 
from other wireless access points in the overlap region, and it may be natural for the wireless 
client to associate with the wireless access point providing the signal with better characteristics, 
the wireless client will still be considered to be in an overlap region where it is possible to also 
receive data over signals from the other wireless access points. 

[0024] The wireless access points 12 communicate with a central office 24 or other 
centralized source of data to enable voice conversations and data transmissions to take place 
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between the higher bandwidth services 20 interfaced by the central office 24 and the wireless 
access points. The central office may interface the Internet, Public Switched Telephone Network 
(PSTN), or other communication network. Transmission between the central office 24 and the 
wireless access points 12 may take place over a passive optical network, a wireless network, or 
any other type of network in a conventional manner. The invention is not limited to any 
particular implementation of how the wireless access points and central office are 
interconnected. 

[0025] When an user is in an overlap region between two or more wireless access points, it 
may be possible for the user to communicate with two or more of the adjacent wireless access 
points 12. For example, assume that wireless access point- A is the primary wireless access point 
for the wireless client illustrated in Fig. 2. In this example it may also be possible for the 
wireless client to communicate with wireless access point B or wireless access point C should 
wireless access point A become unavailable due to relative movement of the wireless client and 
wireless access point A, or due to changing signal characteristics or environmental 
characteristics. Accordingly, the wireless client may be required, at some point in time, to 
switch primary wireless access point affiliation and continue communicating on the wireless 
network through wireless access point-B or wireless access point-C. Switching primary wireless 
access point affiliation will be referred to herein as a handoff. 

[0026] According to an embodiment of the invention, a wireless client may form multiple 
affiliations with multiple wireless access points at the same time so that hand-offs between 
wireless access points may take place quickly and seamlessly. Fig. 3 illustrates one example of a 
process that may be used to enable wireless clients to associate with multiple wireless access 
points to enable handoffs between the wireless access points to happen more quickly. The 
process illustrated in Fig. 3 may be implemented by network participants such as the wireless 
access points, wireless clients, and the central office, using appropriately configured software, 
hardware, firmware, or other implementations. Devices configured to implement the 
embodiments of the invention are discussed in greater detail below in connection with Figs. 4 
and 5. 
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[0027] As shown in Fig. 3, when a wireless client seeks to associate with multiple wireless 
access points simultaneously, the wireless client probes the beacon messages issued by the 
wireless access points to select a wireless access point as the primary wireless access point (30). 
Beacon messages are conventionally produced by wireless access points to enable wireless 
clients to locate the wireless access points on a wireless network. While in this embodiment 
there is one primary wireless access point, the wireless client may select different primaries for 
different types of communications or may in fact have several primary wireless access points. 
As used herein, the term primary wireless access point will be used to refer to a wireless access 
point that is actively providing communication services to the wireless client, and the term 
secondary wireless access point will be used to refer to a wireless access point that has 
information relating to a wireless client but is not currently actively providing communication 
services to the wireless client. For example, one wireless access point may be the primary 
wireless access point for voice communications with the wireless client and another wireless 
access point may be the primary wireless access point for data communications with the wireless 
client. Thus, while the wireless client has selected one wireless access point as its primary 
wireless access point in this example, the invention is not limited in this manner. 

[0028] The client then forms an association with the primary wireless access point in a 
conventional manner (32). However, the wireless client, as noted above, would like to associate 
with multiple wireless access points simultaneously. Accordingly, the wireless client according 
to an embodiment of the invention continues to scan for beacon signals to locate other wireless 
access points with which it may associate (34). The wireless client may select every beacon 
signal received or, optionally, may discern between received beacon signals and select a 
predetermined number of wireless access points in the vicinity or to select only beacon signals 
having predetermined characteristics as coming from eligible wireless access points. 

[0029] Once the client has located one or more other wireless access points with which to 
associate, it begins a process of associating with the other wireless access points while 
maintaining its affiliation with the primary wireless access point (36). Specifically, in the 
example illustrated in Fig. 3, the client notifies the primary wireless access point of the identity 
of the other wireless access point(s) by appending the other wireless access point identification 
information to a modified version of request-to-send (RTS) message, and sends that RTS 
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message to the primary wireless access point (38). Additionally, the wireless client notifies the 
second or other set of wireless access points of its intention to form a secondary affiliation with 
them, for example by sending a RTS message to the secondary wireless access points and 
including in that RTS message identification information associated with the primary wireless 
access point (40). 

[0030] When the primary wireless access point receives the notification of the secondary 
wireless access point(s), for example upon receipt of the RTS message with included secondary 
wireless access point identification information (42), the primary wireless access point sends a 
handshake message to each of the other wireless access points (44). Similarly, when the 
secondary wireless access points receive the notification of the wireless client's intention to form 
a secondary affiliation (46) they will send a handshake message to the primary wireless access 
point (48). 

[0031] The order of generation of the handshake messages may be configured in a number of 
different ways. For example, the primary wireless access point may be configured to initiate a 
protocol exchange with the secondary wireless access point(s) by generating the first handshake 
message. Alternatively the secondary wireless access points may be configured to initiate a 
protocol exchange with the primary wireless access point by generating the first handshake 
message. Still alternatively, the wireless access points may all be configured to generate 
handshake messages as soon as they are informed of the wireless client's intention to form a 
secondary affiliation without regard as to which wireless access point is to be considered the 
primary and which is to be considered the secondary wireless access point. The invention is not 
limited by the particular order of generation of handshake messages in the protocol exchange. 

[0032] The handshake messages serve to exchange identification information, state 
information associated with flows addressed to the wireless client or on which the wireless client 
is participating, and other information that may be required to be exchanged between wireless 
access points in an ordinary handoff between wireless access points. The handshake messages 
may also be used to coordinate between the wireless access points when more than one wireless 
access point is to be considered a primary wireless access point for that wireless client. 
According to one embodiment of the invention, the information is exchanged between the 
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wireless access points using an extension to a conventional protocol such as Inter Access Point 
Protocol (IAPP), a protocol that is specified to be used to perform hand-offs in the 802.1 lx 
wireless communication space. The invention is not limited to using IAPP or a derivative of 
IAPP, however, as other protocols such as Spanning Tree Protocol (STP) or Inter-Switch Trunk 
Protocol (1ST), or other existing or to be developed protocols, may be used to exchange this 
information as well. 

[0033] Once the appropriate information has been exchanged between the wireless access 
points, the wireless access points will notify the wireless client that the secondary affiliation(s) or 
additional primary affiliation(s) have been successfully established. This may be done in a 
number of ways. In the embodiment illustrated in Fig. 3, this is accomplished by the primary 
wireless access point sending a Clear-To-Send (CTS) message to the wireless client (50) and by 
having the other wireless access points send CTS messages to the wireless client (52). Receipt 
of a CTS message from a wireless access point is generally interpreted by the wireless client that 
the wireless client is able to communicate through that wireless access point and direct 
communications to that wireless access point. The CTS messages may identify channel 
information to be used for communications with that wireless access point, and optionally 
identify other information such as encryption information to be used on the channel. Other 
additional information may be included as well and the invention is not limited by the type of 
information contained in the CTS message. Where the attempted affiliation does not succeed, 
this information may be communicated to the wireless client as well. 

[0034] Receipt by the wireless client of multiple CTS messages from multiple wireless 
access points thus provides the wireless client with the ability to direct communications to either 
of the several wireless access points or multiple wireless access points simultaneously. 
Specifically, the wireless client has formed an affiliation with two or more wireless access 
points, and each of the wireless access points has obtained flow information associated with the 
communication sessions associated with the wireless access point and network level information 
sufficient to enable it to participate and host communications with the wireless client. 

[0035] Thus, the wireless client may select one of the wireless access points and send data to 
that wireless access point (54). It is immaterial whether that wireless access point is the primary 
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wireless access point or the secondary wireless access point since both wireless access points are 
equally capable of handling communications to the wireless client. However, where one of the 
wireless access points such as the primary wireless access point is designated as the care-of 
address for communications directed toward the wireless client, it may be preferable for the 
wireless client to continue to select the primary wireless access point preferentially, although the 
invention is not limited to this embodiment. 

[0036] When it becomes more desirable to pass communications through a secondary 
wireless access point so that the current secondary wireless access point is to become a primary 
wireless access point, a handoff is required and communications with the wireless client should 
be handled by another wireless access point. Accordingly, upon determination by the wireless 
access point or the wireless client that handoff is desirable (56) the client begins sending data to 
one of the wireless access points with which a secondary affiliation has been established (58). 
Where the primary wireless access point determines that the signal characteristics are 
unacceptable, the wireless access point may instruct the wireless client to seek to switch the 
primary association to another of the wireless access points. Where the wireless client is the 
participant that determines that a handoff is required, the wireless client may seek to switch the 
primary association to another of the wireless access points. In either instance, the wireless 
client begins to send data to the new primary wireless access point (58) whereupon the new 
primary wireless access point will handle all or a designated aspect communications for the 
wireless client. 

[0037] At the network level, there are many possible ways of providing multiple routes 
through the network to the wireless client that may allow the simultaneous association of the 
wireless client through different wireless access points. For example, optionally multiple paths 
through the network or a virtual routing group may be used to accommodate the multiple 
associations with multiple wireless access points. The invention is thus not limited to a 
particular way of handling the multiple associations and, hence, potential multiple routes through 
the network to the wireless client at the network level. One possible conventional approach for 
handling address management in a wireless network is commonly referred to as Mobile IP. 
Mobile IP generally routes information through a network by addressing the information for a 
mobile client to a care-of address. 

ii 



Attorney Docket No. 16155ROUS01U 



[0038] Where a single care-of address affiliation is required to be maintained with the central 
office or other network construct on the public network 20, the new primary wireless access 
point may register itself as the new care-of address with the home address to enable it to received 
communications directed toward the wireless client. Optionally, where the wireless access 
points are connected in a mesh network configuration, for example as illustrated in the network 
shown in Fig. 1, the old primary wireless access point may serve as the care-of address until the 
home address is able to be updated or notified of the handoff between the wireless access points, 
or until the new primary wireless access point moves beyond the range of the primary wireless 
access point. 

[0039] Numerous other schemes may be used to manage the multiple associations on the 
network as well, whether the multiple access points are in the same subnet or different subnets. 
For example, in an other embodiment, the wireless client may obtain two or more IP addresses, 
one of which may be associated with the primary wireless access point channel and the other of 
which may be associated with the secondary access point channel. This solution may work 
particularly well where the two access points are not on the same subnet. When the wireless 
client changes associations between the two access points, the client may mark the IP address 
associated with the secondary access point as the primary IP address. Whenever the wireless 
client moves to another subnet or associates with a wireless access point on a new subnet, it may 
access a Dynamic Host Control Protocol (DHCP) server to obtain a new secondary IP address on 
the new subnet. By maintaining multiple IP addresses on the different subnets communications 
may be transferred from one access point to the new access point simply by changing the IP 
addresses. Another scheme would be simply let the IP address always correspond to the primary 
wireless access point at the point of association. Accordingly, there are multiple processes that 
may be used to accommodate simultaneous adjacencies with multiple wireless access points at 
the network level and the invention is not limited to any particular embodiment.. 

[0040] Upon handoff, or at any other stage of the process, the wireless client may seek to 
make new affiliations with other adjacent wireless access points. By continuously trying to 
establish new affiliations with neighboring wireless access points until reaches it's full capacity 
(i.e. until the wireless client is not able to form additional affiliations), the wireless client may 
maintain a set of wireless access point affiliations from which to choose should it become 
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desirable to perform a handoff from one wireless access point to another wireless access point or 
to have more than one primary wireless access point. According to embodiments of the 
invention, the simultaneous multiple affiliations may accelerate handoffs between wireless 
access points by pre-sharing state, flow, and other information between the wireless access 
points and by enabling the wireless access points to establish network level connectivity on 
behalf of the wireless client, should the wireless client perform a handoff or seek to 
simultaneously communicate with more than one of the wireless access points. 

[0041] During synchronization process, the several wireless access points may exchange 
several types of information. For example, the wireless access points may exchange virtual 
switching group ID(s) where virtual switching groups are being used. In this embodiment, a 
virtual switching group is formed based on the wireless access points which are serving the 
wireless client at any given time. The Virtual Switching Group ID is dynamically created and 
can be reused by other client if no conflicts detected. Each virtual switching group ED is 
associated with a multicast address. Other virtual associations may be created between the 
several wireless access points as well and the invention is not limited to an embodiment that 
implements virtual switching groups in precisely this manner. Additionally, the wireless access 
points may also exchange information from their Forwarding DataBase (FDB) related to the 
wireless client. The FDB is generally stored at each wireless access point from the perspective 
of the specific wireless client. A copy of the primary party's FDB is queued at the cache when 
updating for that particular wireless client is necessary. Similarly, the wireless access points may 
exchange authentication information which may be used to speed up the re-authentication 
process. Other types of information may be exchanged as well and the invention is not limited to 
exchanging only these several discussed pieces of information. 

[0042] As discussed above, the wireless client may communicate with multiple wireless 
access points simultaneously, for example by using one of the wireless access points as the 
primary wireless access point for a certain type of communication and another of the wireless 
access points as the primary wireless access point for another type of communication. The 
particular access point for a given data flow may be selected based on a number of different 
criteria, including the source/destination address, bandwidth, proximity to destination, and 
numerous other factors. Additionally, the wireless access points may cooperatively transmit 
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information to the wireless client to enable enhanced data rates to be provided to the wireless 
client. For example, assume that a given wireless client has requested a large data file. By 
splitting the file into two separate pieces and transmitting half of the file from each wireless 
access point to the wireless client, the wireless client may receive the data twice as fast. The 
invention is not limited to this particular example as other mechanisms of simultaneously 
communicating may additionally be possible. 

[0043] According to an embodiment of the invention, a given wireless client may associate 
with one primary (active transmitting) wireless access point and multiple secondary (standby) 
wireless access points, or may associate with multiple primary wireless access points and zero, 
one, or multiple secondary wireless access points. The invention is not limited to any particular 
number of each of the types of wireless access points to which associations may be formed. 

[0044] Fig. 4, illustrates a wireless access point 12 according to an embodiment of the 
invention. As shown in Fig. 4, the wireless access point 12 generally includes a processor 70 
containing control logic 72 configured to perform functions described above to enable the 
wireless access point to host communications with wireless clients on the wireless network. The 
processor may interface handoff software 74 configured to enable the wireless access point to be 
affiliated with wireless clients, wireless client state tables 76 containing information associated 
with communication sessions for particular wireless clients. Additionally, when the wireless 
access point is configured to make routing decisions on the network, the wireless access point 
may also include routing software 78 and routing tables 80 containing routing information to 
enable the wireless access point to route protocol data units on the network. Other software 
subsystems may be included as well and the invention is not limited to an embodiment including 
only these several subsystems. Where dedicated hardware or firmware is used to implement the 
functionality described above, dedicated circuits such as ASICs or FPGAs may be used in place 
of the software modules. 

[0045] The wireless access point 12 includes wireless antennae 82 configured to enable the 
wireless access point to communicate with the wireless clients using one or more wireless 
protocols. Additionally, where the wireless access points are configured to communicate with 
each other using a wireless protocol, the wireless access point may include one or more 
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additional wireless antennae configured to communicate with the other wireless access points. 
Optionally, one or more wireline ports 84 may also be provided to enable the wireless access 
point to be connected to a wired network. 

[0046] A switch fabric 86 under the control of the processor 70, may be provided to 
interconnect the ports and antennae and direct packets between these several interfaces. The 
switch fabric may be supported by a packet queue 88 configured to store packets or other 
protocol data units temporarily pending transmission over an appropriate interface. 

[0047] The wireless access point may be provided with one or more components (hardware 
and/or software) to enable it to communicate more effectively on the communication network. 
In the embodiment illustrated in Fig. 4, the wireless access point includes a protocol stack 90 
containing data and instructions configured to enable the wireless access point to participate in 
protocol exchanges on the network. The wireless access point may also include a security 
module 92 containing an authentication module 94 configured to authenticate users, devices, or 
connections on the network, an authorization module 96 configured to determine appropriate 
authorization control information to prevent unauthorized access to the network, and an 
accounting module 98 configured to enable accounting entries to be established for 
communication sessions on the network. Other modules may be included as well and the 
invention is not limited to a particular implementation of the network device. The invention is 
thus not limited to a wireless access point having this particular selection of functional modules 
as other modules may be employed as well. 

[0048] Fig. 5 illustrates a wireless access device that may function as a wireless client on the 
network 10 described above in connection with Figs. 1-3 and interact with the wireless access 
point described above in connection with Fig. 4. As shown in Fig. 5, the access device 16 
includes a processor 100 containing control logic 102 configured to enable it to implement the 
functions described above so that it is capable of establishing multiple simultaneous adjacencies 
on the network 10. 

[0049] In the embodiment shown in Fig. 5, the wireless access device 16 includes software 
modules configured to enable it to form affiliations with two or more adjacent wireless access 
points. For example, the wireless access device 16 may include a protocol stack 104 containing 
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data and instructions to enable the wireless client to engage in protocol exchanges on the 
network. Additionally, simultaneous adjacency software 106 may be included to enable the 
wireless client to perform the functions ascribed to the wireless client in the description set forth 
above with respect to Fig. 3. Optionally, the simultaneous adjacency software 106 may be 
subsumed into the protocol stack or merged with the protocol stack so that a single piece of 
software or a single software module may be provided to govern how the wireless client behaves 
on the wireless network and how the wireless client performs handoffs on the wireless network. 
The invention is not limited by the manner in which the wireless client is configured to 
implement the functionality ascribed to it as set forth above. 

[0050] Optionally, the wireless client may also include several other modules configured to 
enable it to have increased functionality and otherwise interact with the wireless access points. 
For example, the wireless client may include a packet queue 108 configured to store protocol 
data units for transmission onto the network and/or that have been received from the network. A 
security module 110 may also be provided to enable the wireless client to authenticate itself on 
the network, establish its authorization information to communicate on the network, and allow 
accounting information to be provided on the network. Other or different modules may be used 
as well and the invention is not limited to an embodiment that includes this particular selection of 
components. 

[0051] The functions described above may be implemented as a set of program instructions 
that are stored in a computer readable memory within the network element and executed on one 
or more processors within the network element. However, it will be apparent to a skilled artisan 
that all logic described herein can be embodied using discrete components, integrated circuitry 
such as an Application Specific Integrated Circuit (ASIC), programmable logic used in 
conjunction with a programmable logic device such as a Field Programmable Gate Array 
(FPGA) or microprocessor, a state machine, or any other device including any combination 
thereof. Programmable logic can be fixed temporarily or permanently in a tangible medium such 
as a read-only memory chip, a computer memory, a disk, or other storage medium. 
Programmable logic can also be fixed in a computer data signal embodied in a carrier wave, 
allowing the programmable logic to be transmitted over an interface such as a computer bus or 
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communication network. All such embodiments are intended to fall within the scope of the 
present invention. 

[0052] It should be understood that various changes and modifications of the embodiments 
shown in the drawings and described in the specification may be made within the spirit and 
scope of the present invention. Accordingly, it is intended that all matter contained in the above 
description and shown in the accompanying drawings be interpreted in an illustrative and not in a 
limiting sense. The invention is limited only as defined in the following claims and the 
equivalents thereto. 

[0053] What is claimed is: 
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